Optimisation of RTS/CTS handshake in IEEE 802.11 Wireless
LANs for maximum performance

P. Chatzimisios', A. C. Boucouvalas' and V. Vitsas’

! Multimedia Communications Research Group, School of Design, Engineering and Computing,
Bournemouth University, Fern Barrow, Poole, UK,
{pchatzimisios, tboucouv}@bournemouth.ac.uk

2 Department of Information Technology,
Technological Educational Institution, Thessaloniki, Greece,
vitsas@it.teithe.gr

Abstract - 1EEE 802.11 Medium Access Control (MAC)
protocol employs two techniques for packet transmission; the
basic access and the RTS/CTS reservation scheme. The latter
is employed in order to improve performance as it a) shortens
packet collision duration and b) addresses the hidden station
problem. In this paper, we study how effective the RTS/CTS
handshake is in reducing collision duration for high data
rates and under ideal channel conditions by taking into
account the particular packet overheads and delays defined in
IEEE 802.11b Wireless LANs (WLANSs). Furthermore, we
derive an all-purpose expression for the RTS threshold value
that actually maximizes performance by employing the
RTS/CTS reservation scheme whenever it is beneficial for
both the packet delay and throughput performance. Results
indicate that the proper selection of protocol parameters such
as retry limit, initial contention window and physical packet
overhead is of great importance in minimizing packet delay
and improving throughput performance.

I. Introduction

Wireless Local Area Networks (WLANSs) are becoming
more and more popular attracting the interest of
researchers,  system  integrators and  computer
manufacturers [1]. The IEEE 802.11 protocol [2] is the
dominant standard for WLANs and employs the
Distributed Coordination Function (DCF) as the essential
Medium Access Control (MAC) method. DCF defines two
access mechanisms to employ packet transmission; the
default, two-way handshaking technique called basic
access and the optional four-way handshaking RTS/CTS
reservation scheme.

The RTS/CTS scheme involves the transmission of the
short request-to-send (RTS) and clear-to-send (CTS)
control packets prior to the transmission of the actual data
packet. Since collisions may occur only on the RTS
packets and are detected by the lack of the CTS response,
the RTS/CTS scheme results in an increase on system
performance by reducing the duration of collisions,
especially when long data packets are transmitted. The
RTS/CTS scheme is also employed to result in a better
performance in the presence of hidden stations. However,
authors in [3] and [4] have reported several potential
difficulties in the ability of the RTS/CTS scheme to cope
with the hidden station problem. On the other hand,
RTS/CTS decreases efficiency since it transmits two
additional control packets without any payload. Hence, the
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802.11 standard specifies the RTS Threshold (RT), a
manageable parameter that indicates the data length under
which the data packets should be sent without RTS/CTS.
The value of the RT parameter is not specified in the
standard and has to be set separately by each station. The
data packet size is the only parameter used for deciding
whether the RTS/CTS reservation scheme should be
employed or not.

There are a number of studies in the literature on the
performance of wireless data protocols as well as the
RTS/CTS mechanism in IEEE DCF [3]-[12]. The authors
in [5] and [6] first studied the performance of the
RTS/CTS mechanism in IEEE 802.11 WLANs through
simulations. Although the RTS/CTS scheme is also
employed to result in a better performance in the presence
of hidden stations, authors in [3] and [4] pointed out that
the RTS/CTS handshake does not work as well as expected
in dealing with the hidden station problem and reducing
interference. In particular, Bianchi in [7] proved the
superiority of RTS/CTS in most cases by calculating the
RTS threshold for throughput maximization but without
taking into account packet retry limits'. In [8], we
evaluated the dependency of the RTS/CTS scheme on
network size, but we did not provide any general
expression for the RTS threshold. Moreover, in [9] we
presented a method capable of calculating the average
packet delay by taking into consideration retransmission
delays with or without packet retry limits. However, [7]-
[9] considered the low 1 Mbit/s as being the data and
control rate in their presented analysis. Ziouva in [10]
demonstrated that for any data rate of IEEE 802.11b (1, 2,
5.5 and 11Mbit/s) the RTS/CTS scheme always achieves a
better throughput and delay performance than the basic
access scheme. However, the derived results did not take
into account the fact that the physical header and preamble
as well as all the control packets (RTS, CTS and ACK) are
always transmitted at either 1 Mbit/s or 2 Mbit/s.
Furthermore, the authors in [11] have performed a
simulation study and suggested that the RTS/CTS
mechanism must be employed at all times by setting the

! Every station maintains a retry count that indicates the maximum
number of retransmission attempts of a RTS packet or of a data packet
when RTS/CTS is not used. When the retry count reaches the specified
limit, retry attempts cease and the data packet is discarded.
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RTS threshold equal to 0. On the other hand, results in [12]
illustrated that the RTS/CTS mechanism provides very
limited advantages with respect to the basic access for data
rates of 11Mbit/s when no hidden stations are present.

In this work, we provide a packet delay analysis for a
throughput model that considers packet retry limits. Our
work takes into account all the protocol parameters and
packet overheads introduced by both the Medium Access
Control (MAC) and the physical (PHY) layers, in order to
precisely evaluate the advantage of the RTS/CTS scheme
in respect to the basic access. By utilizing the
mathematical model for throughput and delay as
‘performance metrics’, we explore the effectiveness of
RTS/CTS for collision duration decrease at high data rate
IEEE 802.11b WLANSs. Furthermore, we extent Bianchi’s
approach in [7], as well the analysis in [8], in order to
derive an all-purpose expression for the RTS threshold.
The proposed analysis aims at minimizing the delay for
data packets in 802.11 DCF by optimally employing the
RTS/CTS scheme under the hypothesis of ideal channel
conditions (without the presence of hidden stations or
transmission errors). The main advantage of our approach
is its simplicity and that it gives insights of the RTS/CTS
mechanism. We also investigate the dependency of
protocol performance on packet retry limit, initial
contention window, data rate as well as physical packet
overhead and network size. The derived expression for the
RTS threshold is essential in optimising the use of the
RTS/CTS mechanism that significantly improves the
performance of IEEE 802.11 WLAN:S.

II. Brief description of IEEE 802.11 DCF

DCF is based on the Carrier Sense Multiple Access
with Collision Avoidance (CSMA/CA) technique and
adopts a slotted Binary Exponential Backoff (BEB)
scheme to reduce collisions due to stations transmitting
simultaneously. Each node with a packet to transmit first
senses the medium to ascertain whether it is in use. If the
medium is sensed to be idle for a time interval greater than
the Distributed Inter-Frame Space (DIFS), the station
proceeds with the packet transmission. If the medium is
sensed busy, the station defers transmission and initialises
its random backoff timer. The value of the backoff timer
for each station is uniformly chosen in the interval [0,/ -
1], where W; is the current contention window (CW) size, i
is the backoff stage, ie[0,m] and m represents the station’s
retry limit. The backoff timer is decremented in terms of
slot times when the medium is idle, is frozen when the
medium is sensed busy and resumes again only after the
medium has been idle for longer than DIFS. A station
initiates a packet transmission (transmits the data packet in

basic access or a short RTS packet in the RTS/CTS
scheme) when its backoff timer reaches zero.

The value of W; depends on the number of unsuccessful
transmissions of a packet; at the first transmission attempt,
CW,. =W,=W, where W represents the initial contention

window. After each retransmission due to a packet
collision, W; is doubled up to a maximum value,
CW, =W, =W-2" ,where m’' identifies the maximum

number of backoff stages. Once W; reaches CW,,,, , it will
remain at this value until it is reset to CW,,, after the
successful data packet transmission or when the retry limit
for this packet is reached. After the successful reception of
a data packet, the receiver sends back an acknowledgment
(ACK) packet after a time interval equal to Short Inter-
Frame Space (SIFS).

III. Analytical modeling

Our analysis employs the Markov chain model of [9]
and makes use of the same assumptions as in [7][8][9]; all
stations always have a packet available for transmission
(saturation case) in an error free channel. The probability p
that a transmitted packet collides is assumed to be constant
and independent of the number of collisions the station has
experienced in the past and is given by:

p=1-(1-1)" (1)

where n is the number of contending stations, 7 is the
transmission probability of a packet given by equation (2),
m is the retry limit, indicating that a packet will be
discarded after an unsuccessful transmission at the m stage.
Equations (1) and (2) form a non-linear system with two
unknowns p and 7 which can be easily solved by utilizing
numerical methods.

The saturation throughput S, defined as the fraction of
time the channel is used to transmit payload, is given by:

BBl 3)
(1=P,)o + P, PTs+ F, (1= P)T.

where the denominator of equation (3) denotes the average
length of a slot time E[slof], [ is the payload packet length,
o is the duration of an empty slot time, P =1-(1-7)" is
the probability that there is at least one packet
transmission, P, = nz(1—7)"" / P, is the probability that

an occurring packet transmission is successful 7. and Ty
are the average durations the medium is sensed busy due to
a collision and a successful transmission respectively.

2(1=2p)(1=p""

W (1-@2p)"") A= p)+1-2p)(1-p"")

@

2(1-2p) (1-p"") ,

W (1-2p)" ") A= p)+(1=2p) (1=p")+W 2" p"' (1=2p) (1= p"™)
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The values of 7 and Tsdepend on the medium access
mechanism and are given for the basic access and the
RTS/CTS access mechanisms by:

(4)

T)% = DIFS + T, + é+ SIFS + T, x +268
T2 = DIFS + T)yppger + é+ SIFS + T ox +26

<Tsm = DIFS + Ty + SIFS + Tppg + SIFS +T,,,,, + é +SIFS+T, 0 +45 (5)

TS = DIFS + Ty + SIFS + Topg +46

where ¢ is the propagation delay, C is the data rate, Tjcader,
Tyck, Trrs and Tcgs are the time intervals required to
transmit the packet payload header, the ACK, RTS and
CTS control packets, respectively. We have:

_MaC,, PHY, . o _ L (6)
header = + ack TS —
C Cumlru/ control

! , I 7

7"RTS - RTS TCTS = CCTS ( )

control control

where C.,.,. 1S the rate that the control packets (ACK,
RTS, CTS) are transmitted? (2 Mbit/s), Lyick, lrrs and lepg is
the length of ACK, RTS and CTS packets respectively,
MAC,,, is the MAC header and PHY,,. is the physical
header. In fact, a physical layer preamble (PLCP preamble)
and a physical layer header (PLCP header) exist in both
data and control frames. Hereafter, we will refer to the sum
of PLCP preamble and PLCP header as PHY )y, .

The IEEE 802.11b protocol supports data rates of 1, 2,
5.5 and 11 Mbit/s. The standard defines two different
formats for the preamble and header (PHY,;): the
mandatory supported Long PLCP PHY,, which
interoperates with the 1 Mbit/s and 2 Mbit/s data rates and
an optional Short PLCP PHY),,. . The Short PLCP PHY,,,
allows performance at the high rates (2, 5.5 and 11 Mbit/s)
to be significantly increased. In fact, the Short PLCP
PHY,,;. is intended for applications where maximum
performance is desired and interoperability with legacy is
not a consideration. Fig.1 shows the format of the Long
and Short PLCP PHY,,, of a data packet.

We next provide simple equations for the average delay
for a successfully transmitted packet, which is defined as
the time interval from the instance a head-of-queue packet
is ready for transmission until its successful reception. If a
packet has reached its retry limit and it is dropped, it will
not be included in the calculation of the average packet
delay. The average packet delay E[D] is given by:

E[D]= E[X] E[slot] 3

where E[X] is the average number of time slots needed for
a successful transmission. The values of E[X] are
independent of the employed access mechanism (basic
access or RTS/CTS) and can be found in [9] with further
details on the derivation of the packet delay.

2 . . .

In order to ensure that all stations in range receive control packets,
ACK, RTS and CTS packets are sent at a lower rate increasing reception
distance. Note that the data and the control rates may not be the same.
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PLCP Preamble
144 bits at 1 Mbit/s

PLCP Header
48 bits at 1 Mbit/s

Data payload
1,2,5.5 or 11 Mbit/s

Data packet

(a) Long PLCP

PLCP Preamble
72 bits at 1 Mbit/s

Short PLCP Header
48 bits at 2 Mbit/s

Data payload
2,5.5 or 11 Mbit/s

Data packet

(b) Short PLCP

Fig. 1 Long and short PLCP data packet formats

IV. Performance evaluation of basic access and
RTS/CTS schemes

The values reported in the figures of this paper have
been obtained using the system parameters in table |
(unless otherwise specified) and are based on the Direct
Spread Sequence Spectrum (DSSS) physical layer used in
802.11b standard [2].

Parameter Value
Packet payload, / 8184 bits
Slot time, o 20 us
MAC header 272 bits
PHY header (long), /puy 192 us
PHY header (short), /pyy 96 us
RTS packet 160bits + /pyy
CTS packet 112bits + lpuy
ACK packet 112bits + lpyy
DIFS 50 us
SIFS 10 us
Data rate, C 2,5.5, 11 Mbit/s
Control rate, Conrol 2 Mbit/s
Minimum CW, W, 32
Number of CW sizes, m’ 5
Short retry limit, m 6

Table I The system parameters used to performance evaluation

Fig. 2, 3 and 4 study the effectiveness of the RTS/CTS
scheme in high data rates (C=11 Mbit/s) by plotting
throughput and average packet delay versus packet size for
small (n=5), medium (n=25) and large (n=50) network
sizes, respectively. The best-case scenario is considered
where control packets (RTS, CTS and ACK) are
transmitted at the highest possible control rate (2 Mbit/s)
and the short PHY header is utilized. The figures
demonstrate that both packet delay and throughput
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increase, as the data packet size increases. Note that the
curves for packet delay and throughput cross in exactly the
same point in both the basic access and RTS/CTS schemes.

Fig. 2 illustrates that the basic access outperforms
RTS/CTS when the number of contending stations is
relatively small (n=5) for all packet size values. This
expected outcome confirms that the RTS/CTS reservation
scheme is not beneficial for small size networks due to the
low collision probability and is consistent with the
conclusion derived in [7] and [8] for the data rate of 1
Mbit/s. Fig. 3 illustrates the case of a medium network size
(n=25) with a much higher collision probability; the
RTS/CTS scheme attains lower packet delay and higher
throughput than the basic access scheme for packet sizes /
>8500 bits. This RTS threshold value is large due to the
much lower control rate considerably degrades
performance. Furthermore, fig. 4 shows that even when the
collision probability increases significantly as a result of
the large number of contending stations (n=50), the
RTS/CTS scheme is advantageous to basic access for
relatively large packets (/> 6000 bits). Similar figures (not
shown due to correspondence) for intermediate network
size values of n=20, 30 and 40, show that the RTS/CTS
scheme enhances performance only when the length of
data packets exceeds 9500, 8000 and 6500 bits,
respectively.

The presented performance results demonstrate the
deficiency of the RTS/CTS scheme for high data rates (11
Mbit/s), unlike common expectation. We find that only
very large packet size values render the RTS/CTS
beneficial compared to the basic access scheme. This result
holds true even when the highest possible control rate (2
Mbit/s) is utilized and is explained by considering that the
exchange of the RTS and CTS reservation packets at a
much lower control rate results in a significant delay in
communication.
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Fig. 2 Packet delay and throughput versus packet size
(n=5, C= 11 Mbit/s, C,,pyo= 2 Mbit/s)

IEEE Communications Society
Globecom 2004 Workshops

273

0.04 11
0.035 10
9
0.03 | g
3 ?
$0.025 [ 7 3
3 0.02 E
s -5 £
] Y
$0.015 Throughput -4 2
& £
0.01 T3
12
0.005 14
0 0
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Packet size (bits)
B Packet delay, Basic A Throughput, Basic
O Packet delay, RTS/CTS A Throughput, RTS/CTS
Fig. 3  Packet delay and throughput versus packet size
(n=25, C= 11 Mbit/s, Cy,nor= 2 Mbit/s)
0.08 1
0.07 10
9
0.06
8 3
o 7 3
;g/ 0.05 s
> 6 =
@®© =3
« i Q
:% 0.04 " §
Q o
X =
§ 0.03 Throughput 4 £
0.02 T3
12
0.01 1y
0 0

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Packet size (bits)

B Packet delay, Basic A Throughput, Basic

O Packet delay, RTS/CTS A Throughput, RTS/CTS

Fig.4 Packet delay and throughput versus packet size
(n=50, C= 11 Mbit/s, C,,po= 2 Mbit/s)

V. Derivation of RTS threshold

Performance results presented in the previous section
indicate that the use of RTS/CTS reservation scheme must
balance between the reduced collision duration and the
increased overhead for the transmission of the RTS and CTS
control packets. Therefore, the desire for optimal use of the
RTS/CTS reservation scheme makes essential the
derivation of an all-purpose expression for the threshold
value, which determines when the RTS/CTS reservation
scheme should be employed.
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We indicate with D®*S and D*™® the average delay of a
packet transmitted by the basic access and RTS/CTS
mechanism, respectively. The threshold value should
satisfy the following condition®:

D™ = DPS s B[ X E[slot]™™ = E[X] E[slot]**S

PS TSRTS +(1-P,) TCRTS =P TSBAS +(1-P,) TCBAS

P (TS =T) = (1= B) (T2 = TX™) ©)

Let  Op =TS -T* = s gy tes  be  the
overhead introduced by tflel RTS/CTgmlscheme and
1 =L 0, where 0,=Tuw ~Trn = laaer };H Y - C’

is the extra length of the data packet header with respect to
the RTS packet size. Thus, equation (9) becomes:
Py /
l—SP Orrs =0, +E

N

! —[_Ps
threshold —
)

Equation (10) gives the threshold value [, OVer
which it is beneficial to switch to the RTS/CTS mechanism.
The value of the threshold size depends on the probability of
a successful transmission P, the control and the data rate as
well as the packet overhead.

ORTS _0/1J C (10)

VI. Performance evaluation of the RTS threshold

We next study the effect of packet retry limit and initial
contention window. Fig. 5 and 6 plot the RTS threshold
versus m and W, respectively, for four representative
network sizes (n = 5, 25, 50 and 70) and data rate of C=11
Mbit/s. Both figures show that when the number of the
contending stations is relatively small (n = 5), the RTS
threshold attains high values that exceed the maximum
packet size (without employing the fragmentation
mechanism as specified by IEEE 802.11b) so the RTS/CTS
scheme should not me employed due to the low packet
collision probability. When the network size increases, the
RTS threshold decreases to lower values. This can be
justified since large network sizes cause more packet
collisions and a much lower successful transmission
probability is achieved. We can see that the packet retry
limit has a significant effect on RTS threshold; when retry
limit increases, the RTS threshold values also increase due
to the improved successful transmission probability. An
interesting outcome is that for m>6, the RTS threshold is
only marginally affected, indicating the proper choice of
the retry limit value in the IEEE 802.11 standard.
Furthermore, fig. 6 shows that the RTS threshold values
are also highly dependent on the initial contention window.

3 Although, the derived expression is derived in order to minimize packet
delay, the same approach can be followed for maximising throughput
performance.
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In fact, small network sizes appear to be more sensitive on
the initial contention window. A small increase of W
results in a greater increase in the RTS threshold for small
networks than for large networks.
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Fig. 5  RTS threshold versus packet retry limit

(C=11 Mbit/s, Coppyo= 2 Mbit/s)
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Initial contention window
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B =50 0 n=70

Fig. 6 RTS threshold versus initial contention window
(C= 11 Mbit/s, Ceonpro= 2 Mbit/s)

Fig. 7 plots RTS threshold versus network size for three
data rates (C =2, 5.5, and 11 Mbit/s) as well as for a short
and long PHY packet overhead. According to fig. 7, the
packet size threshold is highly dependent on the data rate.
When the data rate increases, the threshold values increase
significantly. The reason is that although high data rates
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reduce the transmission time for data packets, the RTS and
CTS control packets are still being transmitted by the low
control rate, resulting in delay in communication.
Moreover, the use of a short PHY header, which results in
a shorter transmission time comparing to the long PHY
header’s transmission time, considerably decreases the
packet size threshold. This can easily be explained by
considering that smaller packet overhead mainly reduces
the overhead that RTS and CTS control packets introduce.
Thus, the main drawback (increased overhead) of the
RTS/CTS scheme is minimized denoting that it can be
employed for even smaller data packets.
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20 25 30 35 40 45 50 55 60 65 70

Number of stations

A C=2Mbit/s, Long
B (C=5.5 Mbit/s, Long
& (=11 Mbit/s, Long

A\ C=2 Mbit/s, Short
O (C=5.5 Mbit/s, Short
<& C=11 Mbit/s, Short

Fig. 7 Effect of data rate and PLCP header on RTS threshold

VII. Conclusions

In this paper, we reported a mathematical analysis and
simple equations for packet delay of IEEE 802.11b DCF.
Based on the presented analysis, we studied the
effectiveness of the RTS/CTS scheme in reducing the
collision duration under certain scenarios. Results have
showed that the lower rate RTS/CTS exchange reservation
scheme has limited utility when it is combined with higher
transmission data rates and under ideal conditions.

We next have derived an all-purpose expression for the
RTS threshold value, which determines when it is
beneficial to switch to the RTS/CTS scheme. The proposed
approach will allow any station to dynamically adjust its
RTS threshold aiming to maximize performance by taking
into account the transmission parameters (like data and
control rates) in addition to the current congestion level.
Performance results have demonstrated that the RTS
threshold significantly depends on both protocol
parameters and network size; high data rates as well as
high packet retry limit and initial contention size values,
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bring about the considerable increase of RTS threshold.
Moreover, the use of a short physical packet overhead
minimizes the main weakness of the extra overhead of the
RTS/CTS scheme and makes its employment beneficial for
even smaller data packets and network sizes.

To conclude, the derived framework for the optimal use
of the RTS/CTS reservation scheme could be useful for
simple performance improvements, in the absence of
hidden stations and in high-speed IEEE 802.11 WLANS.
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